10
1"

12
13
14
15
16
17

18
19

20
21
22
23
24
25
26
27
28
29
30
31

1

SAML 2.0 Single Sign-On with
Constrained Delegation

Working Draft 01, 1 October 2005

Document identifier:
draft-cantor-saml-sso-delegation-01

Location:
http://shibboleth.internet2.edu/shibboleth-documents.html

Editors:
Scott Cantor (cantor.2@osu.edu), The Ohio State University

Contributors:
TBD

Abstract:
This is a proposed set of profiles for enabling constrained delegation in conjunction with the
authentication request protocol defined in the OASIS SAML 2.0 specification (http://www.oasis-
open.org/committees/security). Readers should be familiar with that specification before reading
this document. Of particular interest is the ability to extend SAML-authenticated browser- or
other client-based web interactions to encompass authentication to additional back-end services.

This is a working draft and the text may change before completion. Please submit comments to
the shibboleth-dev mailing list (see http://shibboleth.internet2.edu/ for subscription details).

NOTE: Much of this preliminary document has been superseded by dicussion and
significant work within both the SAML TC and the Liberty Technical Expert Group. It is
the author's opinion that a significant set of use cases relevant to Shibboleth can be
addressed by incorporating significant portions of Liberty ID-WSF 2.0, which is due for
final release early in 2006.

Readers should take this into consideration and understand that in any case, NO
commitments to support any of the features discussed in this document, nor any
alternative mechanisms, are formally part of the Shibboleth 2.0 feature set. Until such
time as a set of credible standards exist, any such solutions should be considered
proprietary and non-interoperable.
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1 Introduction

The SAML 2.0 specification includes a pair of profiles enabling web single sign-on (SSO) that address
both traditional web browsers and more functional HTTP user agents (termed enhanced clients) that can
participate more directly in the authentication exchange. These profiles are by design restricted to an
exchange between a single identity provider (IdP) and service provider (SP).

However, in many web application scenarios, the SP may need to access additional services on the
principal's behalf while carrying out its work. These services may be accessed with a variety of
application protocols, although SOAP-based protocols are increasing in popularity. Concrete use cases
that fit this conceptual model include meta-search applications that access multiple content repositories
and databases, portals that access information or transaction services programmatically on behalf of
their users, grid computing, and many others.

Often, the principal, SP, and any additional services share a security domain, which allows various
solutions to be employed, such as permitting the SP to impersonate all principals within the domain,
employing proprietary security protocols, or using symmetric-key-based technology such as Kerberos. In
order to extend this model to a federated scenario, such as is supported by SAML, additional
standardization is required to produce a solution that provides adequate control to all the parties to the
transaction. Various companies have proposed proprietary solutions that could be profiled to address
such use cases for SOAP-based applications. The Liberty Alliance Project
(http://www.projectliberty.org/), an open consortium, has also proposed specifications built around SAML
that include possible solutions.

Such solutions attack a very general problem space with a great deal of completeness and flexibility, but
this also leads to complexity. This proposal describes a simpler set of profiles built more directly on
SAML 2.0 with additional simplifying assumptions in the hope that the adoption of strong federated
security can be fostered without requring as much additional software or knowledge. They may also lend
themselves more naturally to the incorporation of non-SOAP-based services, as SAML is generally
agnostic to the application protocols for which it can be profiled.

The general approach taken is one of constrained delegation, specifically the use of SAML assertions to
enable an SP to act in a limited but transparent fashion on behalf of a principal when communicating
with an additional SP. Policy can then be enforced that addresses all four parties to a given transaction
(the principal, IdP, delegate SP, and back-end SP).

Unless specifically noted, nothing in this document should be taken to conflict with the SAML 2.0
specification, or any bindings and profiles referenced within it. Readers are advised to familiarize
themselves with that specification first.

1.1 Notation

This specification uses normative text to describe the use of SAML 2.0 and additional SAML profiles.

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as
described in [RFC 2119]:

...they MUST only be used where it is actually required for interoperation or to limit behavior
which has potential for causing harm (e.g., limiting retransmissions)...

These keywords are thus capitalized when used to unambiguously specify requirements over protocol
and application features and behavior that affect the interoperability and security of implementations.
When these words are not capitalized, they are meant in their natural-language sense.

Listings of XML schemas appear like this.

Example code listings appear like this.
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Conventional XML namespace prefixes are used throughout the listings in this specification to stand for
their respective namespaces as follows, whether or not a namespace declaration is present in the
example:

The prefix saml : stands for the SAML 2.0 assertion namespace,
urn:oasis:names:tc:SAML:2.0:assertion

The prefix sam1p: stands for the SAML 2.0 protocol namespace,
urn:oasis:names:tc:SAML:2.0:protocol

The prefix md: stands for the SAML 2.0 metadata namespace,
urn:oasis:names:tc:SAML:2.0:metadata

The prefix ds: stands for the W3C XML Signature namespace,
http://www.w3.0rg/2000/09/xmldsig#

The prefix xenc: stands for the W3C XML Encryption namespace,
http://www.w3.0rg/2001/04/xmlenc#

The prefix wsse: stands for the WSS 1.0 Security Extension namespace,
http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd

The prefix wssell: stands for the WSS 1.1 Security Extension namespace,
http://docs.ocasis-open.org/wss/2005/xx/0asis-2004xx-wss-wssecurity-secext-1.1.xsd

The prefix wsu: stands for the WSS 1.0 Utility namespace,
http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd

The prefix s: stands for the SOAP 1.1 namespace,
http://schemas.xmlsoap.org/soap/envelope/

The prefix xsd: stands for the W3C XML Schema namespace,
http://www.w3.0rg/2001/XMLSchema
in example listings. In schema listings, this is the default namespace and no prefix is shown.

The prefix xsi: stands for the W3C XML Schema instance namespace,
http://www.w3.0rg/2001/XMLSchema-instance
in example listings.

This specification uses the following typographical conventions in text: <SAMLElement>,
<ns:ForeignElement>, Attribute, Datatype, OtherCode.
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2 Architectural Overview

In order to constrain the problem space, we consider only application scenarios that can be mapped to
an interaction between the following set of actors:

» User Agent acting on behalf of a Principal
» Identity Provider (IdP)

- Service Provider A (SPa)

+ Service Provider B (SPb)

The SAML 2.0 SSO profiles provide a means by which the principal can authenticate to the IdP by
unspecified means and obtain a SAML assertion for use by SPa to authenticate the principal (assuming
SPa is offering HTTP-based services). The assertion can contain details about the authentication event
as well as attributes about the principal. Here, we add a fouth party, SPb that offers services, usually but
not necessarily specific to the principal. For architectural purposes, we do not specify the particular
protocol used between SPa and SPb, although a profile for the use of SOAP is included in this
document.

The principal would like to allow SPa to access SPb on his or her behalf, but only in a limited context.
That is, while SPa can most likely authenticate itself to SPb (for example using TLS or a digital
signature), this proposal gives SPa the ability to prove to SPb that it is authorized to act on behalf of the
principal at a particular point in time by presenting a SAML assertion as evidence, without requiring that
SPb allow SPa to do so in all cases, or indeed ever again.

This interaction should be a natural extension of the use of SAML to authenticate the principal to SPa in
the first place. In fact, it may be the same assertion. While this architectural example presumes SPa is
HTTP-based, any profile of SAML that results in the issuance of an assertion to authenticate the principal
can in theory be combined with the profiles in this document.

Finally, it should be possible to repeat the process, thus enabling additional service providers (SPc, SPd,
etc.) to be accessed by SPa, enabling SPb to access additional services on behalf of the principal itself
by requesting additional assertions, etc., allowing more complex application choreography.

2.1 Single Sign-On with Delegation

The following sequence diagram illustrates the set of required and optional interactions when using the
SSO profile to achieve constrained delegation.

We do not constrain the SAML bindings that can be utilized in each step. See [SAML2Bind] for detailed
descriptions of bindings that may be used to transmit the SAML protocol messages. We also omit the
process of identity provider discovery, which may impact the exact exchange of messages in the first two
steps until the identity provider is determined.

TODO: Extend SSO diagram
1. HTTP Request to Service Provider A

In step 1, the principal, via an HTTP user agent, makes an HTTP request for a secured resource
at SPa without a security context.

2. <samlp:AuthnRequest> issued by Service Provider A to Identity Provider

In step 2, SPa issues a <samlp:AuthnRequest> message to the IdP, to be delivered by the
user agent. This request MAY specify that SPa wishes to be a delegate, and MAY identify
additional service providers with which SPa expects to communicate on behalf of the user.
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. Identity Provider identifies Principal

In step 3, the principal is identified by the IdP by some means outside the scope of this
specification. This may require a new act of authentication, or it may reuse an existing
authenticated session.

. Identity Provider issues <samlp:Response> to Service Provider A

In step 4, the IdP issues a <samlp:Response> message to be delivered by the user agent to
SPa. The response can contain one or more assertions, or an error status to indicate failure.
These assertions will, at minimum, authenticate the principal to SPa, and may also be usable by
SPa to authenticate itself on behalf of the principal to additional service providers, to obtain
additional assertions from the IdP for this purpose, or both.

. SPa grants or denies access to Principal

In step 5, SPa responds to the principal's user agent with an error, or establishes its own security
context for the principal and returns the requested resource. During this or subsequent
interactions with the principal, SPa may need to access additional service providers on behalf of
the principal.

. <samlp:AuthnRequest> issued by Service Provider A to Identity Provider

In step 6, SPa discovers that it does not already have an assertion with which it can authenticate
itself to SPb on behalf of the principal. It must ask for an additional assertion from the IdP for this
purpose, possibly using the assertion it obtained in step 4 to demonstrate its right to do so. This
exchange may be directly carried out between SPa and the IdP, or it may be mediated by the
user agent.

. ldentity Provider issues <samlp:Response> to Service Provider A

In step 7, the IdP returns a <samlp:Response> message (either directly, or via the user agent)
that contains the assertion requested by SPa or an error status.

. Service Provider A accesses Service Provider B

In step 8, SPa uses the assertion it received in step 4 or 7 above to authenticate itself to SPb on
behalf of the principal. This step can make use of any application security profiles that allow for
the use of SAML and proof of key possession. A profile for using SOAP is included in this
document.

Note that an IdP can initiate this sequence at step 4 and issue an unsolicited <samlp:Response>
message to SPa without the preceding steps.
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3 Profiles

This section defines a set of composable SAML profiles that extend and build on the interactions found in
the existing SAML 2.0 profiles [SAML2Prof], and offer new stand-alone capabilities.

3.1 Authentication Request Delegation Profile

The <samlp:AuthnRequest> element [SAML2Core] is a very general request mechanism, with a large
number of optional elements. As profiled for use in requesting SSO [SAML2Prof], some of the more
complex options are ignored or left unspecified (e.g. the use of a <saml:Conditions> element). The
following profile makes use of some of this flexibility to describe a mechanism by which an
<samlp:AuthnRequest> can include a request to embed delegation support in the resulting assertion.

3.1.1 Required Information

Identification: urn:mace:shibboleth:2.0:profiles:delegation
Contact Information: shibboleth-dev@internet2.edu
Description: Given below.

Updates: Nothing

3.1.2 Profile Description

This profile defines the usage of a set of elements in the <samlp:AuthnRequest> element that, when
included in a request processed by an identity provider's Single Sign-On Service endpoint, result in an
assertion that contains conditions and subject confirmation rules that, taken together, make it usable as a
delegation token.

Referring back to section 2.1, this profile concerns the mechanism by which the issuer of a
<samlp:AuthnRequest> can indicate that the resulting <saml :Assertion> is intended to be used by
a given service provider (SPa) to access a second service provider (SPb) on behalf of a principal. For
this to be possible, the assertion must include specific content enabling SPb to securely establish SPa's
right to do so. This profile also permits the optimization of requesting a token that is usable
simultaneously by SPa at multiple relying parties (though see section 3.1.8 for some of the privacy
considerations of this approach).

The use of the <samlp:AuthnRequest> message and the resulting <samlp:Response> message
generally occurs in the context of an additional profile of use, such as the Web Browser SSO and ECP
profiles [SAML2Prof] or one of the subsequent profiles described in this document. This profile
specifically addresses only the semantics and processing rules of the elements discussed below.

3.1.3 <samlp:AuthnRequest> Usage

The following sections define semantics of the <saml :Subject> and <saml:Conditions> elements
related to delegation.

3.1.3.1 <saml:Subject>

The <saml:Subject> elementin a <samlp:AuthnRequest> message specifies the requested
subject of the resulting assertion(s) [SAML2Core]. It serves two purposes within this profile:
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»  Specifying the principal's <saml : Name ID> when the entity presenting the request to the IdP is
not the principal (for example, an SP making a request for an additional assertion it can use to
act on the principal's behalf).

«  Specifying subject confirmation keys or other restrictions on the use of the resulting assertion(s)
if non-default behavior is required.

Regardless of its content, including a <saml :Subject> element is a request for the IdP to embed a
strongly matching <saml : Subject> element in the resulting assertions ([SAML2Core], section 3.3.4).

In the context of delegation, this involves a request to include one or more
<saml:SubjectConfirmation> elements with a Method attribute equal to

urn:oasis:names:tc:SAML:2.0:cm:holder-of-key

with or without designating a specific key. Each such element is a request to permit the specified entity to
confirm itself as, and thus impersonate, the subject.

Each <saml:SubjectConfirmation> element in the request MUST include a <saml :BaseID>,
<saml:NameID>, or <saml:EncryptedID> element specifying the entity to be given delegation
capability. It MAY also contain a <saml : SubjectConfirmationData> element (with an xsi:type of
saml:KeyInfoConfirmationDataType) containing at least one <ds : KeyInfo> element specifying a key
belonging to the entity to be given delegation capability.

Each <saml:SubjectConfirmation> element MAY include a
<saml:SubjectConfirmationData> element containing the Address, Recipient, NotBefore,
and/or NotOnOrAfter attributes to further restrict the use of the resulting assertion(s), as defined by
[SAML2Core].

Together, these elements permit the requester to specify the delegate entity and/or key. The IdP can use
the information to prepare and verify the appropriate <saml : SubjectConfirmation> element to
place in the resulting assertion(s). For example, an identifier by itself permits the IdP to select a default
confirmation key associated with that entity, perhaps based on metadata.

3.1.3.2 <saml:Conditions>

The <saml:Conditions> elementin a <samlp:AuthnRequest> message specifies the SAML
conditions the requester expects to limit the validity and/or use of the resulting assertion(s)
[SAML2Core]. It serves three purposes within this profile:

- Specifies that the request is being made in conjunction with this profile

- Specifying the validity period of the resulting assertion(s) to customize the length of time during
which the assertion(s) can be used.

«  Specifying the relying parties with whom the requester expects to communicate using the
assertion(s).

A <saml:Conditions> element MUST be included in the <saml : AuthnRequest> message and
MUST contain a <saml : AudienceRestriction> containing a single <saml : Audience> element
with the value

urn:mace:shibboleth:2.0:profiles:delegation

which indicates the request is for an assertion constructed in accordance with this profile. The use of the
elements discussed in this profile in a request that does not contain this <saml : Audience> value are
unspecified.

The following constructs MAY also be included within the <saml :Conditions> element:
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<saml:AudienceRestriction>

Separate from the mandatory element discussed above, this Indicates that the resulting
assertion(s) SHOULD contain a matching <saml : AudienceRestriction> element. Used to
indicate that the resulting assertion(s) are intended to be usable with the relying parties whose
unique identifiers are contained in the enclosed <saml : Audience> elements.

NotBefore

Indicates that the resulting assertion(s) SHOULD contain a matching NotBefore attribute in the
<saml:Conditions> element.

NotOnOrAfter

Indicates that the resulting assertion(s) SHOULD contain a matching NotOnOrAfter attribute in
the <saml:Conditions> element.

In each case, the IdP is given the final discretion over what to include in the resulting assertion(s). While
it MAY fundamentally alter the corresponding values that it includes if necessary, it SHOULD return an
error if it cannot at least partially fulfill the request.

Note that the <saml :AudienceRestriction> element MAY include the unique identifier of the IdP
itself, representinga request for the resulting assertion(s) to be usable as a means of authentication to
the IdP on behalf of the user, enabling additional delegation tokens to be obtained.

3.1.4 <saml:Assertion> Usage

For the purpose of supporting delegation, the <saml :SubjectConfirmation> element is used to
identify the delegate and the key to be used by it to confirm its identity, and the
<saml:AudienceRestriction> element is used to signal the use of this profile and to identify the
relying parties with whom the delegate can use the assertion to authenticate and authorize its activites on
behalf of the principal. Other assertion contents MUST be interpreted as defined by the SAML 2.0
Assertions and Protocols specification [SAML2Core] and any applicable profiles of use.

3.1.4.1 <saml:SubjectConfirmation>

A Bdelegation permissienrelationship in an assertion created in accordance with this profile is expressed
by including a <saml:SubjectConfirmation> element with a Method attribute equal to

urn:oasis:names:tc:SAML:2.0:cm:holder-of-key

in the assertion's <saml : Subject> element. Each delegate is identified with a distinct
<saml:SubjectConfirmation> element that MUST contain:

e a<saml:BaselID>, <saml:NamelID>, or <saml:EncryptedID> element that names the
delegate

* a<saml:SubjectConfirmationData> element (with an xsi:type of
saml:KeyInfoConfirmationDataType) containing at least one <ds:KeyInfo> element
specifying a key belonging to the delegate

Muliple keys MAY be included in multiple <ds:KeyInfo> elements, but each <ds:KeyInfo> element
MUST identify a single key.

A <saml:SubjectConfirmationData> element MAY include a standard set of XML attributes that
restrict the confirmation process beyond requiring proof of key possession, such as Address,
Recipient, NotBefore, and NotOnOrAfter [SAML2Core]. These attributes can be used to “fine-
tune” the capability of the corresponding delegate to use the assertion.
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3.1.4.2 <saml:AudienceRestriction>

At least one <saml:AudienceRestriction> element containing a <saml:Audience> element with
the value of

urn:mace:shibboleth:2.0:profiles:delegation

MUST be included in an assertion created in accordance with this profile. The use of the elements
discussed in this profile in an assertion that does not contain this <saml : Audience> value are
unspecified.

Additional <saml:AudienceRestriction> elements MAY be included to constrain the delegation
“scope” of an assertion by identifying a set of one or more relying parties who can accept the assertion.
An SP (or IdP) can be designated by including its unique identifier in an included <saml : Audience>
element. Alternatively, an affiliated set of service providers can be designated as a unit by including the
affiliation's identifier.

3.1.5 Processing Rules

The general processing rules for the <saml : AuthnRequest> message [SAML2Core] still apply and
may be further constrained by the specific profile of use. This profile deals only with the use of the
optional request content discussed in section 3.1.3 and the processing of an assertion containing the
content discussed in section 3.1.4 provided that the <saml :Conditions> element is present in the
<saml:AuthnRequest> and <saml:Assertion> and it includes at least one
<saml:AudienceRestriction> element containing a <saml : Audience> element with the value of

urn:mace:shibboleth:2.0:profiles:delegation

If no <saml:Subject> element is included, then any assertions returned by the IdP MUST contain a
<saml:Subject> that identifies the presenter of the request. Assuming the requester (<Issuer>)is
not the presenter, then at its discretion, the IdP MAY include a <saml :SubjectConfirmation>
element establishing the requester as a delegate of the presenter.

If a <saml:Subject> element is included, and if it identifies the principal (using a <saml :BaseID>,
<saml :NameID>, or <saml :EncryptedID> element), then the IdP MUST verify that the presenter of
the request is authorized to receive assertions about that principal, typically by performing some form of
authentication.

If a <saml:Subject> element is included,and if it includes <saml : SubjectConfirmation>
elements constructed in accordance with this profile, then the IdP MAY at its discretion (or based on
policies established by the principal) include equivalent <saml : SubjectConfirmation> elements in
the resulting assertion(s) to permit the delegation requested. If none of the requested forms of delegation
are permissible, then the IdP SHOULD generally return an error <samlp:Status> in the
<samlp:Response> rather than return an assertion incapable of meeting the requester's needs. More
specific profiles MAY refine or clarify error handling behavior.

Within a given <saml :SubjectConfirmation> element, if no confirmation key is included, then the
IdP MAY utilize any trustworthy means at its disposal, such as SAML metadata [SAML2Meta], to identify
a default key associated with the delegate identified in the <saml:SubjectConfirmation> element.

If no additional <saml :AudienceRestriction> elements are included in the <saml:Conditions>
element in the request, then the IdP MAY at its discretion (or based on policies established by the
principal) establish a default scope for the delegation by including such an element in the resulting
assertion(s).

Based on the set of relying parties expected to process the resulting assertion(s), the IdP SHOULD
consider the use of XML encryption when including personally identifying information. The use of the
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transient name identifier format [SAML2Core] in conjunction with the <saml:EncryptedAttribute> element
may be appropriate to conceal information from the requester and the relying parties. See section 3.1.8
for a more detailed discussion of security and privacy considerations.

3.

1.6 Example

The example below shows a <samlp:AuthnRequest> that might be used during a browser profile
interaction in which a requesting SP, "https://spa.example.com/shibboleth", asks for a SSO token that
can also be used by it to access a second SP, "https://spb.example.com/shibboleth". The identity of the
principal is derived from authenicating the presenter of the request, as is typical during SSO.

<samlp:AuthnRequest

Issuer="https://spa.example.com/shibboleth"
Issuelnstant="2003-04-17T00:46:02Z2"
Version="2.0"
Destination="https://idp.example.com/shibboleth/SSO"
RequestID=" c7055387-af6l-4fce-8b98-e2927324b306">
<ds:Signature>...</ds:Signature>
<saml:Subject>
<saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-key">
<saml:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">
https://spa.example.com/shibboleth
</saml :NameID>
<SubjectConfirmationData xsi:type="saml:KeyInfoConfirmationDataType">
<ds:KeyInfo>
<ds:KeyName>spa.example.com</ds:KeyName>
</ds:KeyInfo>
</SubjectConfirmationData>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:Conditions>
<saml:AudienceRestriction>
<saml :Audience>urn:mace:shibboleth:2.0:profiles:delegation</saml:Audience>
</saml:AudienceRestriction>
<saml:AudienceRestriction>
<saml:Audience>https://spb.example.com/shibboleth</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>

</samlp:AuthnRequest>

And now the corresponding <samlp:Response> message:

<samlp:Response

Issuelnstant="2003-04-17T00:46:02Z"
Version="2.0"
Destination="https://spa.example.com/Shibboleth.sso/SAML/POST"
ResponseID=" d7055387-af6l-4fce-8b98-e2927324b306"
InResponseTo=" c7055387-af6l-4fce-8b98-e2927324b306">
<saml:Issuer>https://idp.example.com/shibboleth</saml:Issuer>
<samlp:Status>
<samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
</samlp:Status>
<saml:Assertion
AssertionID="_ a75adf55-01d7-40cc-929f-dbd8372ebdfc"
IssueInstant="2003-04-17T00:46:02Z2">
<saml:Issuer>https://idp.example.com/shibboleth</saml:Issuer>
<ds:Signature>...</ds:Signature>
<saml:Subject>
<saml:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient">
3f7b3dcf-1674-4ecd-92c8-1544f346baf8
</saml :NameID>
<saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml:SubjectConfirmationData Address="127.0.0.1"
InResponseTo="_ c7055387-af61-4fce-8b98-e2927324b306"
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Recipient="https://spa.example.com/Shibboleth.sso/SAML/POST"
NotBefore="2003-04-17T00:46:022Z"
NotOnOrAfter="2003-04-17T00:51:022"
</saml:SubjectConfirmationData>
</saml:SubjectConfirmation>
<saml:SubjectConfirmation
Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-key">
<saml:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">
https://spa.example.com/shibboleth
</saml :NameID>
<SubjectConfirmationData xsi:type="saml:KeyInfoConfirmationDataType">
<ds:KeyInfo>
<ds:KeyName>spa.example.com</ds:KeyName>
</ds:KeyInfo>
</SubjectConfirmationData>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:Conditions
NotBefore="2003-04-17T00:46:022"
NotOnOrAfter="2003-04-17T01:46:02Z2">
<saml :AudienceRestriction>
<saml:Audience>urn:mace:shibboleth:2.0:profiles:delegation</saml:Audience>
</saml:AudienceRestriction>
<saml:AudienceRestriction>
<saml:Audience>https://spa.example.com/shibboleth</saml:Audience>
<saml:Audience>https://spb.example.com/shibboleth</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml:AuthnStatement AuthnInstant="2003-04-17T00:46:00Z" SessionIndex="1">
<saml:AuthnContext>
<saml:AuthnContextClassRef>
urn:oasis:names:tc:SAML:2.0:ac:classes:Kerberos
</saml:AuthnContextClassRef>
</saml:AuthnContext>
<saml:SubjectLocality Address="127.0.0.1"/>
</saml:AuthnStatement>
</saml:Assertion>
</samlp:Response>

3.1.7 Metadata Considerations

As this profile concerns itself with extending the capability of an existing profile of the Authentication
Request protocol, it does not by itself warrant explicit advertisement using metadata. Profiles that
compose with it SHOULD ensure that support for this extension is addressed within their own use of
metadata.

3.1.8 Security and Privacy Considerations

By itself, this profile only concerns itself with the issuance of a single assertion (or set of assertions
sharing significant overlap) to be used by a single requester (for example an SP). Potentially the same
assertion could be used by that SP to access multiple services on behalf of the principal. This raises
privacy considerations that ordinarily are out of scope because the SAML SSO profiles concern
themselves with only a single relying party.

For example, if multiple services receive the same assertion during a single session, they can potentially
correlate the principal's activities among themselves by recognizing that the same assertion was used.
This is harder to do if separate assertions are obtained to access each service independently. Of course,
many other means of activity correlation exist, and this is merely one of them.

An additional problem is the flow of information about the principal inside the assertion through an active
intermediary (the requesting SP) and on to multiple back-end services. This threat can be addressed
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through the use of XML encryption over sensitive parts of the assertion. In fact, different parts of the
assertion can be encrypted independently, or to multiple relying parties for decryption.

For example, the <saml:NameID> and <saml:Attribute> elements can be encrypted into

<saml :EncryptedNameID> and <saml:EncryptedAttribute> elements that include symmetric
keys encrypted to different relying parties. Only the relying parties that can decrypt the encryption key
will be able to recover the original data. In this fashion, a set of SAML attributes for each SP can be
included without necessarily exposing them to the others.

Alternatively, multiple assertions might be generated, signed, and then encrypted (using the

<saml :EncryptedAssertion> element) separately for each back-end service. The Recipient
attribute in the <xenc:EncryptedKey> element could be used to enable the intermediate SP to
determine which assertion to supply to a given relying party (provided it had knowledge of which key it
should use to confirm itself as a delegate).

Finally, note that identifying the set of relying parties to be included in an assertion provides the IdP with
a significant amount of knowledge about the activites of the principal. This is already a consideration with
the SAML SSO profiles in general, but as additional tiers of service access are added, even more
information is potentially exposed. This problem cannot easily be mitigated while relying on the IdP to
enforce constraints on the scope of delegation and deserves further study. More advanced cryptographic
techniques may help address this problem.

3.2 Browser/ECP Single Sign-On Profiles With Delegation

By combining the original SAML 2.0 profiles for web SSO with the delegation profile defined in section
3.1, the standard interaction between a principal's user agent, an IdP and an SP can be extended,
without using additional SAML protocol interactions, to support the delegation scenario described in
section 2.1.

3.2.1 Required Information

Identification: urn:mace:shibboleth:2.0:profiles:SSO:delegation
Contact Information: shibboleth-dev@internet2.edu
Description: Given below.

Updates: SAML 2.0 Browser SSO and ECP profiles

3.2.2 Profile Description

This profile is a small extension to the SAML 2.0 Web Browser SSO and ECP profiles [SAML2Prof] that
combines them with the Authentication Request Delegation profile defined in section 3.1. It does not alter
the message flows between the SP, |dP, and user agent.

However, an SP that supports this extension profile MAY utilize the extended <samlp:AuthnRequest>
request semantics defined in section 3.1 in the request it creates and an IdP that supports this extension
profile MAY apply those processing rules in the creation of its response.

This extension profile changes nothing pertaining to the single sign-on process. It merely provides an
optional facility for extending the use of the resulting assertion(s) in more advanced scenarios involving
additional communication between service providers.
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3.2.3 Processing Rules

All existing message content and processing rules [SAML2Prof] also apply to this extension (specific
rules depending on whether the Web Browser SSO or ECP profile is in use).

An SP that wishes to make use of this extended profile MAY include the extended content defined in
section 3.1.3, noting that it MUST include the profile-specific <saml : Audience> value defined in that
section in the <saml : AuthnRequest> message.

An IdP that supports this extended profile MAY follow the processing rules defined in section 3.1.5 and
include extended assertion content as defined by section 3.1.4 and requested by the SP. Such an IdP
MAY also include extended content in the assertions it issues in an unsolicited response, but it SHOULD
do so only if it has reason to believe this is necessary and the SP supports this (for example, based on
an examination of its metadata).

Note that an SP that does not support the extended delegation semantics will likely reject such an
assertion on the basis of an unsatisfied <saml:AudienceRestriction> element, if it is following
SAML processing rules.

3.2.4 Metadata Considerations

As this profile is an extension of existing profiles that utilize metadata, support for this extension is
expressed in SAML 2.0 metadata by adding a boolean-typed XML attribute to the
<md:SingleSignOnService> element(s) in an IdP's <md: IDPSSODescriptor> role element and
<md:AssertionConsumerService> element(s)in an SP's <md: SPSSODescriptor> role element.

This XML attribute has the following qualified name:

Namespace: urn:mace:shibboleth:2.0:profiles:SS0O:delegation
Local Name: support

3.2.4.1 Example

The example below shows a fragmentary <md: SingleSignOnService> element that advertises

support for this profile. The namespace declaration must be in scope, but the prefix is of course arbitrary.

<md:SingleSignOnService
xmlns:dlg="urn:mace:shibboleth:2.0:profiles:SS0O:delegation"
dlg:support="true" .../>

3.2.5 Security and Privacy Considerations

See section 3.1.8 for a discussion of the new considerations raised by the use of this extended profile
during SSO.

3.3 SAML Token Service Profile

Existing profiles [SAML2Prof] of the SAML Authentication Request protocol [SAML2Core] address a flow
in which the requester (an SP) generally relays its request through an active or passive intermediary, the
presenter, who subsequently authenticates to the IdP in order to receive a bearer assertion used to
authenticate itself to the requester.

This profile defines a stand-alone token service designed to enable a requester to exchange arbitrary
authentication credentials for one or more SAML assertions that it can use in one or more subsequent
interactions that are outside the scope of this profile. The resulting assertions can be tailored for their
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587 intended use by the requester using the features of the <samlp:AuthnRequest> element
588 [SAML2Core].

s89 3.3.1 Required Information

500 ldentification: urn:mace:shibboleth:2.0:profiles:SAMLTokenService
591  Contact Information: shibboleth-dev@internet2.edu
592 Description: Given below.

503 Updates: None.

s04  3.3.2 Profile Overview

595 The Web Browser SSO and ECP profiles [SAML2Prof] define the rules by which an IdP can accept a
506 <samlp:AuthnRequest> message from an SP presented by an intermediary and issue a bearer
597  assertion to the intermediary inside a <samlp:Response> message tailored for immediate delivery
598 back to the requester. The client is merely a transmission "hop" for the message and is not an active
599 participant in the SAML protocol exchange (although of course its authentication to the IdP is a critical
600 piece of the overall profile).

601  This profile defines a stand-alone two-party exchange that is independent of a particular context of use
602 for the resulting assertions and is more suited to use by client software or devices capable of richer

603  behavior and configuration, or by system entities that are themselves in need of authentication

604 credentials in the SAML format. In many cases, the requester may be trusted with additional freedom in
605 the kinds of assertion content it can ask for because it is (as proven by an authentication process)

606 representing the wishes of the principal that will be the subject of those assertions.

607  This profile of the Authentication Request protocol REQUIRES that the <samlp:AuthnRequest>
608 requester and presenter are the same entity. In other words, the entity that is asking for the assertion is
609 the same as the entity that is expected to authenticate to the IdP in order to obtain it. Likewise, the
610 <samlp:Response> is returned directly to that entity, rather than packaged for delivery to an SP. The
611 SAML SOAP binding [SAML2Bind] would typically be used to exchange the SAML protocol messages.

612 A requester that supports this profile MAY utilize the extended <samlp:AuthnRequest> request
613  semantics defined in section 3.1 in the request it creates and an IdP that supports this extension profile
614 MAY apply those processing rules in the creation of its response.

615 Finally, while authentication of the requester is mostly out of scope, one specific case of authentication
616 by means of SAML itself is defined to enable an entity wielding a SAML assertion to use it to obtain an
617  additional assertion with different properties.

618 Figure @@ shows the simple exchange that makes up this profile.

619 TBD

620 1. Requester Determines Identity Provider

621  In step 1, the requester determines the appropriate identity provider to contact.
622 2. <samlp:AuthnRequest> issued by Requester to Identity Provider

623 In step 2, the requester obtains the location of an endpoint at the selected identity provider and sends a
624 <samlp:AuthnRequest> message to that endpoint using a compatible SAML binding.

625 3. ldentity Provider identifies Requester
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In step 3, the requester is identified by the identity provider by some means outside the scope of this
profile. This may require a new act of authentication, or it may reuse an existing authenticated session.

4. Identity Provider issues and returns <samlp:Response> to Requester

In step 4, the identity provider evaluates the request and returns a <samlp:Response> message to the
requester. The message may indicate an error or will include one or more signed assertions that satisfy
the request, including at least one authentication assertion.

3.3.3 Profile Description

3.3.3.1 Requester Determines ldentity Provider

This step is implementation-dependent and may involve manual configuration of the requester, user
input, or any other means.

3.3.3.2 <samlp:AuthnRequest> issued by Requester to Identity Provider

Once an identity provider is selected, the location of an endpoint is determined based on the SAML
binding chosen by the requester for sending the <samlp:AuthnRequest> message. Metadata
[SAML2Meta] MAY be used for this purpose.

The exact formatting of the message is defined by the SAML binding used. Profile-specific rules for the
contents of the <samlp:AuthnRequest> message are included in section 3.3.4.1. The message MAY
be signed as a means of authenticating the request.

The identity provider MUST process the <samlp:AuthnRequest> message as described in
[SAML2Core]. This may constrain the subsequent interactions with the requester, for example if the
IsPassive attribute is included.

3.3.3.3 Identity Provider identifies Requester

At any time during the previous step or subsequent to it, the identity provider MUST establish the identity
of the requester (unless it returns an error to the requester). The identity provider may use any means to
authenticate the requester, subject to any requirements included in the <samlp:AuthnRequest> in the
form of the <samlp:RequestedAuthnContext> element.

Section 3.5 defines a SAML-based authentication profile that MAY be used for this purpose, allowing one
assertion to be used as the basis for obtaining another.

3.3.3.4 Identity Provider issues and returns <samip:Response> to Requester

Regardless of the success or failure of processing the <samlp:AuthnRequest>, the identity provider
SHOULD respond to the requester with a <samlp:Response> message.

The exact formatting of the message is defined by the SAML binding used. Profile-specific rules for the
contents of the <samlp:Response> message are included in section 3.3.4.2. The message MAY be
signed as a means of authenticating the response.

The requester MUST process the <samlp:Response> message as described in [SAML2Core].
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e60 3.3.4 Use of Authentication Request Protocol

661  This profile is based on the Authentication Request protocol defined in [SAML2Core]. In the

662 nomenclature of actors enumerated in section 3.4 of that document, the requester is (obviously) the

663 requester and also the presenter. By default, it is also the requested subject, and the attesting entity. The
664 request can include content that alters or extends this behavior.

665 3.3.4.1 <samlp:AuthnRequest> Usage

666 A requester MAY include any message content described in [SAML2Core], section 3.4.1. All processing
667 rules are as defined in [SAML2Core]. The <saml : Issuer> element MUST be present and MUST
668  contain the unique identifier of the requester.

669 If the identity provider cannot or will not satisfy the request, it MUST respond with a
670 <samlp:Response> message containing an appropriate error status code or codes.

671  Note that the requester MAY include a <saml:Subject> element in the request that names the actual
672 identity about which it wishes to receive an assertion. This identity MUST be that of the authenticated
673 requester, unless the authentication profile described in section 3.5 is used. In that case, the requester
674 can attach an existing <saml : Assertion> as a means of authentication to receive additional

675 assertions about the principal identified in the subject of the attached assertion.

676 The <samlp:AuthnRequest> message MAY be signed, but if not then it MUST be integrity protected
677 by some other binding-specific means.

678 The requester MAY utilize the extended delegation request profile defined in section 3.1.

679 3.3.4.2 <samlp:Response> Usage

680 If the identity provider wishes to return an error, it MUST NOT include any assertions in the
681 <samlp:Response> message. Otherwise, if the request is successful the <samlp:Response> element
682 MUST conform to the following:

683 + If the <samlp:Response> message is signed or if an enclosed assertion is encrypted, then the
684 <saml:Issuer> element MUST be present. Otherwise it MAY be omitted. If present it MUST
685 contain the unique identifier of the issuing identity provider; the Format attribute MUST be

686 omitted or have a value of urn:ocasis:names:tc:SAML:2.0:nameid-format:entity

687 « It MUST contain at least one assertion. Each assertion's <saml : Issuer> element MUST

688 contain the unique identifier of the issuing identity provider; the Format attribute MUST be

689 omitted or have a value of urn:oasis:names:tc:SAML:2.0:nameid-format:entity

690 « The set of one or more assertions MUST contain at least one <saml :AuthnStatement> that
691 reflects the authentication of the subject to the identity provider.

692 +  Other statements MAY be included in the assertion(s) at the discretion of the identity provider. In
693 particular, <saml :AttributeStatement> elements MAY be included.

694 - The subject, confirmation rules, and conditions present in the resulting assertions are dependent
695 on the content of the request, the discretion of the identity provider, the generic processing rules
696 for the <samlp:AuthnRequest> message [SAML2Core], and the processing rules in section
697 3.3.4.3.

698 In all cases, the identity provider MUST ensure that the content of all included assertions are supported
699 by the authenticated identity of the requester, the contents of the request, and any applicable policies
700 established by it and the subject.
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The included assertions MAY utilize the extended delegation request profile defined in section 3.1.

3.3.4.3 Processing Rules

Regardless of the SAML binding used, the identity of the requester MUST be established, generally in a
binding-specific manner. A signature in the <samlp:AuthnRequest> element is NOT sufficient to
establish the requester's identity unless the requester can prove possession of the corresponding key.

In addition to the rules specified by [SAML2Core], the following rules apply to the processing of requests:

« Ifa<saml:Subject> element is not present in the request, or contains only
<saml:SubjectConfirmation> elements, then the subject of the resulting assertions MUST
strongly match the <saml: Issuer> element in the request, except that the identifier MAY be
in a different format if specified by a <samlp:NameIDPolicy> element. In such a case, the
identifier's physical content MAY be different, but it MUST refer to the same principal.

- Ifa<saml:subject> element identifying the intended subject is present in the request, but
does not match the authenticated identity of the requester, then an error MUST be returned
unless the authentication profile described in section 3.5 is used, and supports the alternative
subject requested.

* Ifno<saml:SubjectConfirmation> elements are included in the request, then the identity
provider MUST have knowledge of one or more appropriate confirmation keys associated with
the requester (perhaps via metadata or the authentication process). If not, an error MUST be
returned. Otherwise, the identity provider MUST include a <saml : SubjectConfirmation>
element in the resulting assertions with a Method attribute equal to
urn:oasis:names:tc:SAML:2.0:cm:holder-of-key, and containing a
<saml:SubjectConfirmationData> element identifying the relevant confirmation key(s).

In general, broad discretion MAY be granted to the requester in establishing the
<saml:SubjectConfirmation> and <saml:Conditions> elements to place in the resulting
assertion. The basis of this is the authentication performed to ensure that the entity requesting the
assertions is authorized to receive them. The method of authentication MAY be used to determine what
kinds of assertion content can be included.

In particular, the <saml :SubjectConfirmation> elements to include SHOULD be carefully
scrutinized by the identity provider, as they determine how the assertions can be subsequently applied.

There are no specific processing rules related to the consumption of the response apart from general
rules applying to all SAML protocol messages. The assertions are generally intended for consumption by
other relying parties, and might not be processed by the requester directly.

3.3.5 Metadata Considerations

As this profile is an alternate version of the service offered by endpoints represented by the
<md:SingleSignOnService> element, support for this extension is expressed in SAML 2.0 metadata
[SAML2Meta] by adding a boolean-typed XML attribute to the <md:SingleSignOnService>
element(s) in an IdP's <md: IDPSSODescriptor> role element.

This XML attribute has the following qualified name:

Namespace: urn:mace:shibboleth:2.0:profiles:SAMLTokenService
Local Name: support
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3.3.5.1 Example

The example below shows a fragmentary <md:SingleSignOnService> element that advertises

support for this profile. The namespace declaration must be in scope, but the prefix is of course arbitrary.

<md:SingleSignOnService
xmlns:sts="urn:mace:shibboleth:2.0:profiles:SAMLTokenService"
sts:support="true" .../>

3.3.6 Security and Privacy Considerations

TBD

As this is a very generic service, a lot of potential security risks exist based on the kinds of assertions
issued.

3.4 SOAP Application Profile

In general, the use of SAML assertions to secure communications between service providers is
dependent on the application protocol and does not in and of itself presume web services. However, in
the case of SOAP, the Web Services Security SOAP Message Security [WSS-SMS] and SAML Token
Profile [WSS-SAML11] specifications define an industry standard means of packaging SAML assertions
together with application data using the <wsse: Security> SOAP header block.

This profile defines a minimal set of rules for attaching assertions to reduce the complexity that
implementers must support. If additional options are needed, more full-featured security specifications
supporting SAML can be used.

3.4.1 Required Information

Identification: urn:mace:shibboleth:2.0:profiles:SAML-authentication:SOAP
Contact Information: shibboleth-dev@internet2.edu
Description: Given below.

Updates: None.

3.4.2 Profile Description

The core Web Services Security: SOAP Message Security (WSS-SMS) specification [WSS-SMS]
describes a very broad set of syntax components and basic processing rules for signing and encrypting
SOAP messages and for attaching security tokens, such as SAML assertions, to them. The SAML Token
Profile [WSS-SAML11] further defines the specific rules for attaching SAML assertions that use particular
confirmation methods and processing them at relying parties.

By themselves, these specifications are necessary but not sufficient to achieve interoperable security for
SOAP-based applications. In particular, there are many ways of accomplishing the same basic goal
using different syntax, and there is no discussion whatsoever of the meaning of the information itself in
the context of an application.

To provide a basic level of interoperability such that implementations of security can be effectively
separated from application code, this profile defines a very limited set of constraints on the use of WSS-
SMS and the SAML Token profile with the assertions typically available to service providers participating
in the SAML SSO profiles and the additional profiles defined in this document.
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Specifically, this profile describes a means by which one or more SAML assertions containing
authentication and attribute information can be attached to a SOAP message, signed at either the
message or transport layer, and then consumed for the purposes of authenticating the SOAP message
and attaching a set of contextual information about the requester.

3.4.2.1 <wsse:Security> Header Content

This profile concerns itself exclusively with defining the content of a <wsse: Security> header created
by the originator of the SOAP request to authenticate the message. The header MUST contain the
following elements:

<wsu:Timestamp> (Optional)

Optionally allows a creation and/or expiration timestamp to be attached to the message.

<saml:Assertion> Or <wsse:SecurityTokenReference> (One or More)

One or more SAML assertions (by value or remote URI reference) whose subject refers to the
identity that the message recipient SHOULD associate with contents of the message.

<ds:Signature> (Optional)

A signature created by the originator of the message to ensure the integrity of the message and
to authenticate itself as the holder of the key contained in the SAML assertion(s). Alternatively,
the transport layer MAY be used to provide these capabilities.

If a <ds:Signature> element is included, then its <ds:SignedInfo> element MUST contain
<ds:Reference> elements for the following content:

+ The SOAP message body
« Any additional SOAP headers that need to be protected
 The <wsu:Timestamp> element, if one is included

« Each SAML assertion (or security token reference) associated with the message

3.4.2.2 Originator Processing Rules

The originator of a SOAP message to be secured with this profile:

«  MUST create a <wsse:Security> header targeted at the intended recipient if one does not
already exist in the message.

*  MUST prepend the relevant <saml :Assertion> Or <wsse:SecurityTokenReference>
elements to be attached to the message to the header's content.

+ MAY prepend a <wsu:Timestamp> element to the header's content.
If the confirmation method of the assertion(s) to be satisfied is
urn: oasi s: names:tc: SAM_: 2. 0: cm hol der - of - key

then the originator MAY prepend a <ds:Signature> element to the header's content, but it MUST
appear after any other content inserted by the originator in accordance with WSS-SMS requirements for
signature processing [WSS-SMS]. The signature's content MUST follow the rules outlined in the previous
section.

Additionally, the originator MUST include a <ds:KeyInfo> containing a
<wsse:SecurityTokenReference> element that refers to the assertion containing the confirmation
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key that will be used to create the signature [WSS-SAML11]. A direct reference (using the
<wsse:Reference> element) SHOULD be used, but if the assertion is included in the header,
key identifier reference (using the <wsse:KeyIdentifier> element) MAY be used.

If a <ds:Signature> element is not included, then the transport layer MUST supply the key to
establish the confirmation. TLS client authentication MAY be used for this purpose.

3.4.2.3 Recipient Processing Rules

then a

Any <wsse:Security> headers MUST be processed in accordance with [WSS-SMS] and [WSS-
SAML11]. Any SAML assertions included with the message MUST also be processed in accordance with

[SAML2Core] and any additional SAML profiles governing their use.

Valid assertions associated with the message for which the message originator can successfully

satisfy

an included <saml:SubjectConfirmation> element MAY be associated with the message by the

recipient and the the subject of those assertions MAY be considered a party to the origination of
message.

3.4.3 Example

the

The following example shows a SOAP message secured using this profile, containing a SAML assertion
supplying information about the originator of the message. The actual content of the assertion is largely

omitted.

<S:Envelope>
<S:Header>
<wsse:Security>
<wsu:Timestamp wsu:Id="timestamp">
<wsu:Created>2005-09-13T08:42:00zZ</wsu:Created>
</wsu:Timestamp>
<saml:Assertion ID="_ a75adf55-01d7-40cc-929f-dbd8372ebdfc" ...>
<saml:Issuer>https://idp.example.com/shibboleth</saml:Issuer>
<ds:Signature>...</ds:Signature>
<saml:Subject>

<saml:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient">

3f7b3dcf-1674-4ecd-92c8-1544f346baf8

</saml :NameID>

<saml:SubjectConfirmation
Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-key">

<saml:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">

https://spa.example.com/shibboleth
</saml :NameID>

<SubjectConfirmationData xsi:type="saml:KeyInfoConfirmationDataType">

<ds:KeyInfo>
<ds:KeyName>spa.example.com</ds:KeyName>
</ds:KeyInfo>
</SubjectConfirmationData>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:AuthnStatement>...</saml:AuthnStatement>
<saml:AttributeStatement>...</saml:AttributeStatement>
</saml:Assertion>
<ds:Signature>
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-clidn#" />
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsigfrsa-shal"/>
<ds:Reference URI="#MsgBody">

<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>

<ds:DigestValue>...</ds:DigestValue>
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</ds:Reference>
<ds:Reference URI="#timestamp">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>...</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="# a75adf55-01d7-40cc-929f-dbd8372ebdfc">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>...</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>HJIJWbvgW9E84vJVQk..</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference
wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-samltoken-profile-
1.1#SAMLV2.0">
<wsse:Reference URI="# a75adf55-01d7-40cc-929f-dbd8372ebdfc"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
</S:Header>
<S:Body wsu:Id="MsgBody">
<ReportRequest>
<TickerSymbol>SUNW</TickerSymbol>
</ReportRequest>
</S:Body>
</S:Envelope>

3.4.4 Metadata Considerations

In general, this profile does not constrain the mechanisms by which specific keys are named, located, or
verified by the parties. Confirmation and signing keys can be identified in a variety of ways; SAML 2.0
metadata [SAML2Meta] is a possible source of information about the binding between SAML entity
identifiers and public keys used by those entities.

3.4.5 Security and Privacy Considerations

TBD

3.5 SAML Authentication to SAML Token Service

Section 3.3 defines a SAML Token Service profile that supports the SAML SOAP binding [SAML2Bind].
Section 3.4 defines a profile by which SAML assertions can be used to authenticate a SOAP application
protocol. Combining these profiles results in a mechanism by which a SAML assertion can be used to
authenticate a request for another SAML assertion.

Furthermore, this mechanism can be combined with the delegation profile described in section 3.1 such
that an entity can use an assertion issued to a principal authorized for its use as a delegate to obtain an
additional assertion by authenticating to the SAML Token Service on behalf of the principal. This enables
chains of delegation to be supported across time by issuing new assertions on the basis of older ones.

3.5.1 Required Information

Identification: urn:mace:shibboleth:2.0:profiles:SAML-authentication:SAMLTokenService
Contact Information: shibboleth-dev@internet2.edu

Description: Given below.
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Updates: None.

3.5.2 Profile Description

The SAML Token Service profile defined in section 3.3 does not define any specific mechanisms by
which the requester can authenticate to the SAML authority, allowing many different technologies to be
supported. The use case of an entity in possession of a SAML assertion acquiring additional assertions
can be supported by defining an interoperable authentication mechanism that can be applied to the
SAML Token Service exchange when the SAML SOAP binding is used.

The technical aspects of this profile are defined by a combination of sections 3.3 and 3.4 and their
references. Specifically, when the SAML SOAP binding [SAML2Bind] is used to carry the SAML protocol
exchange, the SOAP Application profile in section 3.4 defines the syntax and processing rules for
attaching a SAML assertion to the message as a means of authentication.

Because the token service is security-sensitive, assertions used for authentication to it SHOULD contain
a strong subject confirmation method, such as the Holder of Key mechanism that requires a proof of key
possession using a digital signature or TLS client authentication.

3.5.3 Processing Rules

The token service requester MUST adhere to the profile defined section 3.3 to attach one or more
assertions to the request. The <wsse:Security> SOAP header MUST be targeted at the ultimate
SOARP recipient. The header MUST include a <wsu:Timestamp> element that indicates the creation
time of the message.

The identity provider MUST verify the contents of the <wsse:Security> SOAP header in accordance
with section 3.3. Having done so, the identity provider MAY consider the requester to be the subject of
the attached assertion(s), or at least acting on that principal's behalf.

Note that the assertion(s) attached to the request MAY be issued by the responding identity provider or
MAY be issued by a third party that is acceptable to the responder.

3.5.4 Metadata Considerations
In general, this profile does not constrain the mechanisms by which specific keys are named, located, or
verified by the parties. Confirmation and signing keys can be identified in a variety of ways; SAML 2.0

metadata [SAML2Meta] is a possible source of information about the binding between SAML entity
identifiers and public keys used by those entities.

3.5.5 Security and Privacy Considerations

TBD
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